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Keeping Up with the Kids
Welcome to this hi-impact webinar.

Stanton Rd primary School
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School v Home

School Home
- Acceptable Use of - Have made any
Internet Policy agreements?
- E-safety Policy - Do you regularly discuss
. E-safety built into lessons how they are using the
. Use of proxy server or internet?
filter to manage internet - Do you manage how they
access access the internet on all

devices?



h’ hi-impact
consultancy

What do we know about our children?
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See you on
Instagram!

[ just type it into Google and get it...free!
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Why take it seriously?

Losing control over

Viruses/hacking Online reputation I

How do we help avoid
these dilemmas?
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Managing Access

Safe browsers such as Safety Setting on Social
Windows Family Safety Networks such as

Mobocip, McGruff, Olly,
Accounts Famigo App (Android) Facebook and Instagram

Family safety on
Consoles such as XBox

and Playstation



http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/parental-controls
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/parental-controls
http://bit.ly/kE5efv
http://bit.ly/XU6god
http://family.mcafee.com/#/
http://ourpact.com/
https://support.microsoft.com/en-gb/help/17199/windows-10-set-up-your-family
http://www.connectsafely.org/pdfs/fbparents.pdf
https://help.instagram.com/11602419521747
http://support.xbox.com/en-GB/browse/xbox-one/security
http://manuals.playstation.net/document/gb/ps4/settings/restrict.html
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Do you talk about when and
how they use the internet?

Get your child to think
about what personal
information they
should disclose

Talk to your child about
what they ‘watch’ or find
out on the internet but
don’t be overly critical

Discuss cyber
bullying, netiquette
and respecting
privacy

Discuss the fact
that not everyone
on the internet is
who they say they

Always ‘report it” or talk
to somebody if
something is
inappropriate

Agree with your child
how they are going to

use the internet and
mobile devices

Always discuss the
dangers of meeting
people they have
befriended online



Always check the privacy policy of your child's internet, mobile, social networking and games providers so that you understand what kind of
information they collect and what they use it for.

Always suggest that they use a username (not their real name) on websites, chat rooms and other online forums. But remind them they are still
responsible for what they say and do

Work with them to set up strong passwords (a combination of letters, numbers and symbols) and explain why they shouldn't share them with
anyone.

Always use a PIN lock on their mobile.

Explain how information they use to register for websites, competitions, downloads and other internet and mobile services could be used by the
companies in question (e.g. to send marketing emails).

Advise your child to get permission from friends and family before taking photos or videos of them and to check that they're happy for the images
to be published - not everyone wants to be famous.

Be sure you have computer security software with parental controls and have up-to-date anti-virus and anti-spyware software on your child's
computer and make the most of built-in tools like pop-up blockers and spam filters.

If your child has an online profile ask if you or a close relative can be an online friend (to help and support them).

Teach them the risks and dangers of sharing passwords, phone numbers, addresses and other personal information.

Ask about your child’s online friends, encourage them to have their “real” friends as their friends on social networking

SN N SN NN SR NN
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Social Networks

- Most social networks stipulate that
users have to be 13 or over...

Why?

Watch this



https://vimeo.com/71807752
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Where to get help...

D YouTube Search Q

-

internet

matters.org HOW to gUide ::

Subscriptions.

Helping parents

keep their children
orary safe online

History

Your videos

Watch later
Internet Matters
Bedford Drive Christ. 2.34K subscribers

Global photo and Inside Minimum age Show mors HomE vibEos PLAYLISTS COMMUNITY cHaNNELS ABoUT Q
for users is

video sharing app SﬂapChat CRIPTIONS . AU

Brave Wilderness
1,628 views - 3 weeks ago

SmarterEveryDay With the support from Google we have created a fake news and
Tom'Scott ‘misinformation advice hub to help families learn more about
how to spot fake news and stop the spread of it online. Visit
Average number of #
Innovate UK &
Snapchats per day
Digitalme
BrainCraft
400

million

More information here... Or here



https://www.internetmatters.org/hub/guidance/snapchat-safety-a-how-to-guide-for-parents/
https://drive.google.com/open?id=15hjXqRKFawx1lAE6bWnl7iQi7JtKbXoH
https://www.youtube.com/channel/UCNbTiEReZJDQwUNjpNYZ97A
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Live Streaming

Easy to s
give out Live Streaming lelted
location! privacy

{0 O | now

live.ly YouNow

f@G"

Allows
comments



Live Streaming

The majority of live
streaming action IS
mundane, a window into
the average person’s life.

However, there are a
number of reports of users
encountering everything
from name calling,
profanity, and nudity.

BBC News

Live Streaming

Q o oW

Periscope

f

Facebook

live.ly

Tumblr

YouNow ‘
d
YouTube

H
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http://www.bbc.co.uk/news/uk-42231415
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Live Streaming

Get help and support.

Live Streaming

https://www.saferinternet.org.uk/advice-centre/social-media-help/



https://www.saferinternet.org.uk/advice-centre/social-media-help/periscope
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o TikTok

TikTok is introducing a new "family safety mode" designed

to give parents tighter control over teens' mobile phone
habits.

The minimum age for a TikTok user is 13 years old but
TikTok doesn’t use any age verification tools when new
users sign up.

That means, if your child signs up for a new account without
your knowledge, they’ll have access to explicit and
inappropriate content without restriction.


https://www.bbc.co.uk/news/technology-51561050
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o TikTok

Get your children to do this :
https.//activity.tiktok.com/magic/page/ejs/58811a988b2f802d4

feal41?applype=aweme

Read more:
httos://www.thequardian.com/technoloqgy/2021/jan/13/toktok-to-
tackle-grooming-with-curbs-for-young-users

https.//www.bbc.co.uk/news/technology-51561050
What parents need to know

https://www.commonsensemedia.org/app-reviews/tiktok



https://activity.tiktok.com/magic/page/ejs/5f8811a988b2f802d4fea141?appType=aweme
https://activity.tiktok.com/magic/page/ejs/5f8811a988b2f802d4fea141?appType=aweme
https://www.theguardian.com/technology/2021/jan/13/toktok-to-tackle-grooming-with-curbs-for-young-users
https://www.theguardian.com/technology/2021/jan/13/toktok-to-tackle-grooming-with-curbs-for-young-users
https://www.bbc.co.uk/news/technology-51561050
https://www.commonsensemedia.org/app-reviews/tiktok
https://www.bbc.co.uk/news/technology-51561050

I lied about my age
and pretended T

was older

I let people who are not
my friende in real life
cee my photoc and
,broﬁ/e
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I changed the way I

look on a computer to

make me look older

I uced a picture of
comebody elce to
pretend I looked ofder

I posted picture and videos of
myself in my cchool uniform or
my bedroom that people who are

not friende can cee
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L changed the way I lvok
on a computer to make me

lock older



https://youtu.be/z2T-Rh838GA
https://youtu.be/z2T-Rh838GA
https://youtu.be/z2T-Rh838GA
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YOUTUBE

In once school 40% of all pupils in KS2 sad they had a Youtube account?

Everyone wants to be a Youtuber

Google already provide lots of help:

YouTube and YouTube Kids YouTube Guides to Staying Safe

If you decide to go ahead and let your children have an account there are ways of doing it if
they are under 13

https://www.commonsensemedia.org/blog/parents-ultimate-quide-to-youtube



https://www.commonsensemedia.org/blog/parents-ultimate-guide-to-youtube
https://www.bbc.co.uk/news/technology-51561050
https://www.youtube.com/myfamily/?gclid=Cj0KCQjwpdqDBhCSARIsAEUJ0hNkopdqEqhE6d4scw-ju_Bv_FBMEgnZfHC3Lk_EQBR4qaPbutgxYbEaAkPuEALw_wcB&gclsrc=aw.dsYoutubers....where
https://support.google.com/youtube/answer/9563682?hl=en-GB
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Fortnite

Parent
Controls

e Fortnite automatically allows users to speak to other pfayers
through voice and text chat functions.

e Children can be contacted by anyone else who is playing the game.

e Users can disable voice chat in the game via the setting menu, but
the text chat function cannot be turned off.

e Research from NSPCC and O2 reveals that that one in four children
have been contacted online by someone they don't know.


https://drive.google.com/open?id=1ZU6Eci1wm0gOnX4wROPwL-3FcP8456jL
https://www.internetmatters.org/wp-content/uploads/parent-controls-docs/parental-control-fortnite-chapter-2-battle-royale-parental-controls-guide.pdf
https://www.internetmatters.org/wp-content/uploads/parent-controls-docs/parental-control-fortnite-chapter-2-battle-royale-parental-controls-guide.pdf
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Learn to use Google safely....

https://www.google.co.uk/intl/en/safetycenter/tools/



https://www.google.co.uk/intl/en/safetycenter/tools/
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So what should you do...?

- Research shows us that a large number of children have created a
social networking profile before they are at the correct age to do so.

- Respect the terms of use of the site and register with the correct age, as
there may be additional protections in place for younger users.

- Discourage your son or daughter to use of these services as best you
can, and be aware of services which cater for younger users by having
higher safety features.
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Commonsense Media has rated many of
these sites
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WHAT PARENTS NEED TO KNOW
gy Easeofplay [ X X X J Parents need to know that Kudd/eis a social photo-sharing app designed with kids' safety in
N mind and the goal of teaching kids photo-sharing etiquette hands-on. To start, kids enter a full
‘\' o o name, create a username and password, and enter a birth date and gender. Then they must enter
. Sex an email address for a parent or caregiver over 18. Kids can immediately start adding photos to
=
their streams, but they can't add friends (so no one else sees the photos) until a parent or
! Language caregiver has approved the account through the email sent to them. Kids don't see the privacy

policy or terms of service anywhere in the app, but it is linked in the email sent to parents. Kids'
full names are shown in their profiles, which are searchable. No photos are seen in the search,
Drinking, drugs, & smoking but names are. Kids can add captions to their photos, but tagging and commenting are not
allowed to prevent bullying. Parents should note that the terms of service state that posted
photos can be used by Kuddle for marketing or other purposes.

o ¥

Consumerism

%

© See full details


https://www.commonsensemedia.org/lists/safe-chat-rooms-and-social-sites-for-kids
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social networking services WITH your child

Only be friends | Check you images
Manage privacy with people you and video don’t

settings are friends with in give away your
real life geolocation

Log out and
password protect
your device

Think Before You Consider the
Post photos you upload
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 The lockdown experience?

* Google Classroom

e Learning at home in the future
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www.hi-impact.co.uk

0151 638 6283
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alancrist@hi-impact.co.uk



